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1. EJIA 1 3AJAYU U3YUYEHUA JUCIUITJINHbI

JucturuimHa «be3onmacHOCTh  OTKPBITHIX HWH(MOPMALMOHHBIX CHUCTEM» 00eCreunBaeT
npuoOpeTeHne 3HaHUM W YMEHUH B COOTBETCTBUM C TOCYAApCTBEHHBIM 00pa3oBaTelIbHBIM
CTaHJIaPTOM, COACHCTBYET (POPMUPOBAHUIO CHCTEMHOTO U aHATUTUYECKOTO MBITILICHUSI.

Ilesiu ocBOeHMS TMCIUITTUHBI:

- U3y4Y€HHUE OCHOBHBIX YS3BUMOCTEH OTKPBITHIX HH(POPMALIMOHHBIX CUCTEM;

- OCBOEHHE MeTO0B U cpeAcTB 3amuTsl OUC;

3aga4yu ocBOECHHS IMCUHUIJIMHBI:

- QopmupoBaHHE Yy CTYJCHTOB HAaBBIKOB OSKCIEPTU3bl KadecTBa W HAAEKHOCTH peaTn3aIiuu
OTKPBITHIX HH(POPMALIMOHHBIX CHCTEM;

- 3HAKOMCTBO CTYJCHTOB C NPOrPaMMHO-aNMapaTHBIMUA CPEJCTBAMU OOECTIEUeHHs 0€301acHOCTH
OTKPBITHIX HH(POPMALIMOHHBIX CHCTEM;

- Pa3BHUTHC HABBIKOB 06€CH€‘-I€HI/I}I BBICOKOH CTEIIeHU 3alUTBl OTKPBITHIX I/IH(l)OpMaI_II/IOHHBIX
CHCTEM.

2. MECTO JUCHUMIIJIMHBI B CTPYKTYPE OIIOII
JlucuuruiiHa OTHOCHUTCS K BapUaTUBHOW 4YacTH IUCHMIUIMH B paMKax Mpo(hecCHOHATIBLHOTO
nukina bl obpa3oBaTenbHON TPOrpaMMBbl U YUTAETCS B 9-M ceMecTpe CTYJIEHTaM CIeUaIbHOCTH
«npopmanronHast 6€30MacHOCTh ABTOMATU3UPOBAHHBIX CUCTEM» OYHOM (hOpMBI 00yUeHHUSI.

Jlis ee yCHENIHOTO H3Y4YeHHMs HEOOXOJMMBbI 3HAaHUS M YMEHHS, NPUOOPETEHHBIE B
pesynabTate ocBoeHusi KypcoB «lIpodeccrmonanbhas 3tukay, «Mogenn 06e30macHOCTH
KOMIBIOTEPHBIX CUCTEM», «be30macHOCTh OnepalmOHHbIX cucTem», «be3zomacHocts cereir BMy,
«be3onmacHocTh cucteM 0a3 JaHHBIX», «YIpaBieHHEe WH(POPMAIMOHHON 0€30MacHOCTHION,
«BuptyasbHble YaCTHBIE CETH.

OCHOBHBIE IIOJIOKEHHUS AUCHUIIIMHBI HMCIIOJIB3YIOTCA IMPU H3YUCHUH OUCHHUILUIMH:, ((MCTO,Z[BI
MPOEKTUPOBAHUSI  OTKPBHITHIX ~ MHQOPMAIIMOHHBIX  cuUcTeM», «TexHolorus  MOCTpOeHUs
3aIMIIEHHBIX MPHIIOKEHUH OTKPBITHIX MH()OPMAIIMOHHBIX CHCTEM». a TaKXkKe sl MPOBEIEHUS
Hay4YHO-HCCJIEI0BATEIbCKON pabOThl M TOCYAapPCTBEHHOM UTOTOBOW aTTECTAIUH.

3. HEPEUYEHDb IIVTAHUPYEMBbIX PE3YJBbBTATOB OBYUYEHUS 11O JUCHUIIJIMHE
MOAYJIIO), COTHECEHBIX C IINTAHUPYEMbBIMU PE3YJIIBbTATAMHU OCBOEHUSA
OBPA3OBATEJIBHOM ITPOI'PAMMBbBI

[Ipouiecc u3yueHUs MUCHUIUIMHBI «be30MmacHOCTh OTKPBITHIX WH(POPMAIIMOHHBIX CHCTEM»
HampaslieH Ha (JOPMUPOBAHUE CIEAYIOMNUX KOMIIETEHIUH.

Kox u HamMeHOBaHME peanuzyemMoit
KOMIIETEHLINU

[TepedeHsp MIaHUPYEMBIX PE3yILTATOB OOYUICHHS 1O TUCITUTUTHHE
(MOmyNI0), COOTHECEHHBIX C HWHAWKATOPAMU JOCTIKCHUS
KOMITIETCHITUHA

OI1K-5.2 CriocobeH pazpabaTbiBaTh U
9KCIUTyaTHPOBATh CUCTEMBI 3aIUTHI
UH(POPMALIUU OTKPBITHIX
MH()OPMAIIMOHHBIX CUCTEM

3Haer

KJIacCU(PUKAIHMIO TUTOBBIX ynanéHubix atak Ha OVC u
OCHOBHBIE METO/IbI 3AIIUTHI OT HUX, OCHOBHBIE CIIOCOOBI U
IIpaBUjIa IPUMEHEHHSI OCHOBHBIX TPOIPaMMHBIX U
anmapaTHbIX Cpe/CTB 3amuThl nHpopmanuu B OUC,
MO/IEJIN aTaK, HaPaBJIEHHBIX HA IPEOJI0JICHHUE 3aLUThI
oncC

Ymeer

pa3pabarbiBaTh 3auumEHHbIe npuitoxkenust OUC
Baaneer

HaBBIKAMU KOMILJICKCHOTO IIPOSKTUPOBAHUSI, 00CTYKHBAHHUS
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u a"aimu3a OUC c Touku 3penus odbecneuenust b

OI1K-5.3 Crioco0eH OCYIIECTBISATh

KOHTPOJIb 00eCTICUeHUS

nH(pOpMaIMOHHOM 0€30MacCHOCTH U
MPOBOANTH BEpUDUKAINIO TAHHBIX B
OTKPBITHIX HH(POPMAITMOHHBIX

CHUCTEMAX

3Haer

COBPEMEHHBIE METO/Ibl U TEXHOJIOTMH ayAUTAa 3AIUIIEHHBIX
npuiioxeHnidi OC, 0CHOBHBIE YTPO3bl, YSI3BU-MOCTHU U
MeToAB! 3amuThl HHPopMmanuu B OUC

Ymeer

MPOBOJIUTH KOHTPOJIb oOecnieueHus: b u Bepudukarmm
nagueIX B OMC

Baageer

HaBBIKAMH MPOBEJICHUsI KOHTPpOoIIs oOecrieueHust b u
Bepudukanuu ganasix B OUC

4. OBIIAA TPYJTOEMKOCTD JUCIUAITJIMHBI

4.1. O0beM IMCHUILIHHBI B 32a49€THBIX eIUHMIAX (Bcero) 5.

4.2. O0beM JTUCHUILIHHBI 110 BUAAM Y4eOHOM padoThI:

KomnuuectBo yacoB (popma oOyueHHs - THEBHAS)
Bun yuebHoit paboTbl
ny p Beero B 1.4. mo cemectpam
o
TUTaHy 9
KonTakTHas pabora
00yJaromuxcs ¢ 54 54/54%*
PernoaaBaTeIeM
AyIUTOpPHBIE 3aHATHSL:
o Jlexuuu 36 36/36*
o Ilpax K
paKkTUYECKUE U 18 18/18*
CEMHUHAPCKHE 3aHITH
e JlabGoparopHbie
padorsI 36 36/36*
(;mabopaTopHbIit
MIPAKTUKYM)
CamocrosiTenbHas
54 54/54%*
paborta
®dopma TeKyIEero
P YIETo JlaGopaTopHsble
KOHTPOJISI 3HAaHUM U
paboTHI,
KOHTPOJIS
. TECTHPOBAHUE,
CaMOCTOSITENIbHOM
3a/1a4uu
paboThI
Kypcogas pabora
Bcero gacos no
180 180
JICITUTINHE
Buabr npomexyTouHOM
aTTecTauuu (3K3aMeH, 9K3aMeH JK3aMeH
3a4er)
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OO01mast TpyA0eMKOCTh B
3ad. efl.

4.3. Coagepxanue nucuunInHbl. Pacnpenenenue 4acoB 1o reMam M BUJaM yueOHo#l padoThI:

®dopma 00yueHus ouHas
Buabl yueOHBIX 3aHATHIA dopma
AyauTOpHBIE 3aHATHUS TEKYILEero
a
HasBanue pase;ios i Ipakruu | Jladopar | 3anarus B | Camocr KOHTPOJIsI
Tem Bcero Tex ecKHe OpHble | HHTEPAKTH | OATE/b SHAHMIA
g | AR, padoTHI, BHOM Has
I CeMHUHApP | MPAKTUK dopme padora
bl YMBI
1 2 3 4 5 6 7
Pa3pnen 1. Yrpo3sl 6€30acHOCTH OTKPBITHIX HHPOPMAIMOHHBIX CHCTEM
u cpenctBa 3ammThl 0T HCJL
Tema 1. Ctpyktypa OMC | 4 2 1 2 TECTUPOBAHKE
Tewma 2. Moaenu yrpo3 8 4 2 2 1* 4 JlabopatopHast
KrOepOe30macHOCTH pabora 1,
TECTUPOBaHUE
Tema 3. OBomronus yrpo3 | 8 2 1 4 1* 4 JlaboparopHas
pabora 2,
TSCTUPOBAHUC
Tema 4. Cpenctsa 12 4 2 4 % 6 JlaGoparopHast
AHOHHMMHU3ALMHU B CETH paboTa 3,
TECTUPOBAHUE,
3aJa4yun
Tewma 5. 3ammura cetu 8 2 1 4 ko 4 JlaGoparopHas
pabora 4,
TECTUPOBaHUE
Pa3nes 2. be3onacHOCTh HA CTOPOHE KIHEHTA
Tema 6. Google dorking 7 2 1 2 1* 4 JlaGoparopHast
pabora 5,
TECTUPOBAHUE,
3aa4yun
Tema 7. MexcalTOBBINH 10 4 2 4 2% 4 Jla6opartopHuast
CKPHUIITHHT paborta 6,
TECTUPOBAHUE,
3aJa4u
Tema 8. Kyku u ceccnn 7 2 1 2 1%* 4 JlaGoparopHast
pabora 7,
TECTUPOBaHUE,
3aa49u
Tema 9. IIporpeccuBneie | 7 2 1 2 1* 4 JlabopatopHast
aTakKu pabora 8,
TECTUPOBAHUE,
3aa4yu
Pa3znen 3. be3onacHocTh HA CTOPOHeE cepBepa
Tema 10. I[Tonmena 10 4 2 4 1* 4 JlaGopartopuas
3a1pocoB pabora 9,
TECTUPOBaHUE,
3aa49u
Tema 11. Uubexkuuu B Bl | 8 2 1 4 2% 4 JlabopaTtopHas
pabora 10,
TECTUPOBaHUE,
3agadyun
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Tema 12. Ananus u 8 2 1 4 2% 4 JlabopaTtopHas

3aIUTa OT aHAIN3a KOJa pabora 11,
TECTUPOBAHUE,
3aga4yu

Tema 13. CoBpemMeHHBIC 10 4 2 6 TECTUPOBAHHE

HMHCTPYMEHTHI aHaJIKM3a Ha

npoHukHoBeHne OUC

3auer

Htoro 108 36 18 36 18* 54

*-3aHSTHS TIPOBOJISITCS B UHTEPAKTUBHOU popMme

5. COIEPKAHME JUCIATITAHBI (MOY.JIST)

Pa3nes 1. Yrpo3sl 0€30nacHOCTH OTKPBITHIX HH(POPMAIIMOHHBIX CHCTEM
u cpeacTsa 3amuTtbl 0T HCJJ

Tema 1. Crpykrypa OUC. 7 yposaeit OSI, mogens TCP\IP. O6opynoBanue u mpoTOKOJIBI Ha
Ka)KJIOM U3 ypOBHEH. BekTopa aTak Ha HUKHUX U BEPXHUX YPOBHSIX.

Tema 2. Mopean yrpos kubepéOe3omacHocTH. Mojenbs HapymuTens,, MOCTPOEHUE MOJENH
yrpo3 s 3agannoi UC. Kiaccudukanms meatectepoB. M3BecTHBIE MPUMEPHI peaTn3aliy aTak.

Tema 3. IBoaronus yrpo3. Bupycomnorus. Vcropus mosiBiIeHus 3710BPEIOB, UX KiIacCHU(pUKAITHU.
PazHOBUIHOCTH BUPYCOB, COBpEeMEHHBIE 3710Bpe/ibl. OCHOBHBIE MPUYMHBI 3aPajKEHUSI M CIIOCOOBI
3amuthl or HCI.

Tema 4. Cpeacrsa aHOHMMH3alMU B ceTH. AHOHMMHbIE ceTH. [IpuBarHbIi pexum. VPN,
npokcu, TOR.

Tema 5. 3ammra ceTu. Buabl 1 HACTpOWKa MEKCETEBBIX YKPAHOB.

Pasnen 2. be3onacHOCTH HA CTOPOHE KJIHEHTA.

Tema 6. Google dorking. [Touck koH(pUAEHIMANTBHOW HH(YOPMAIIMH B CETH U CIIOCOOBI 3aIIUTHI
OT yTEYeK.

Tema 7. MexcaiiToBblii cKkpunTHHI. [loHaTHe 3KkcmuolTa. OTpaxkeHHbIe, BHeAPEHHBIE 1 DOM
araku XSS . O6xoxa ¢punbTpa XSS. DKcroHeHIMaIbHbIE aTaku XSS.

Tema 8. Kykm u ceccuum. YroH Kykd, MoaMeHa TOKeHa, DanmbcuduKamus MexXCalTOBBIX
3aIpOCOB.

Tema 9. IlporpeccuBHblie ataku. Yenosek mnocepeaune (Man-In-The-Middle). SideJacking.
Ataka Man-In-The-Browser.

Pa3nen 3. Be3onacHocTh Ha CTOPOHE cepBepa.

Tema 10. Iloamena 3ampocoB. XXE, request smuggling, command injection, SSTI. ARP-
spoofing. Mcnons3zoBanue panbcupuKaiy 3aroJoBKOB 3aIIPOCOB.

Tema 11. Uabekunu B BJI. SQL Injection (SQLi). YepHble xoasl B Menua-gaiinax. ATaku
"Drive-by Download".

Paznen 4. CriocoObl1 BbisiBJIeHUs aTak U TectupoBanue I10.
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Tema 12. AHau3 M 3aIMTa OT aHAJM3a KoAa. YepHbli, Oenblif, cepriif aumku. O0dyckarus,
TpaccupoBKa u Aeo0dyckarus Koja.

Tema 13. CoBpeMeHHbIe HHCTPYMEHTHI aHaJu3a Ha npoHukHoBeHue OUNC. 3HakomMCTBO C
Kali Linux. {nunnslii myTs B Penetration Testing: ¢ yero Ha4atb u KyJ1a CMOTPETb.

6. TEMbI IPAKTUYECKHUX U CEMAHAPCKHUX 3AHATHI
Tembl ceMMHApCKUX 3aHATHM.

Tema 1. 7Ku3HeHHBIN IMKJI TeCTA HA IPOHUKHOBEHHUE
e Nnenrudukanus nenei, HOUCK ysI3BUMOCTEH, SKCIUTyaTalys, paclIMpeHne MPUBUIIETHHA B
OTKPBITBIX MH()OPMAIIIOHHBIX CUCTEMBIX.
e Pucku, CBA3aHHBIC C TECTUPOBAaHUEM HA IPOHUKHOBEHUE U MEPHI 110 UX MUHUMHU3ALUH.
e Kak IOJKEH BBINIALETh XOPOIIXUK OTUYET 10 PE3yIbTaTaM IIPOBEIECHHOTO ayAUTa
nH(popMannoHHOM 6e30macHoCTH?

Tema 2. O030p cynmecTBYHOIIMX METOA0J0THIA NIPOBeIeHUS TECTA HA IPOHUKHOBEHUE
o «CeKpeTbl XaKepOBy.
e Cranmaprt Information Systems Security Assessment Framework (ISSAF).
e Cranmapt NIST 800-42 Guideline on Network Security Testing.
e Cranmapt Open Source Security Testing Methodology Manual (OSSTMM) .

Tema 3. Iloaxoabl K NPOBEAEHUI0 MHCTPYMEHTAJIBLHOI0 ayAuTa HH(OPMAIUOHHOMI
0e3omacHoCTH

e Mogens Hapymurens B OUC.

e Knaccuueckuii TeCT Ha NOMCK OJHOHU ysi3BUMocTH B OMC.

e (CkaHMpOBaHUE C LENbIO MPOBEPKH 0€30MIACHOCTH TECTUPYEMOM CHCTEMBI.

e AHanu3 KOHQUTYPAITMOHHBIX (HalJIOB.

Tema 4. O030p NporpaMMHBIX CPEACTB VISl NPOBeeHUsI HHCTPYMeHTaabHoro ayaurta OUC
e (CkaHepsl IOPTOB.
e (CKaHepsl YSI3BUMOCTEH.
e [Iporpammel mist mogbopa maposIei.
e Cpensl (ppIUMBOPKH) TSI CO3TAHUS IKCIITIOUTOB.
e Open-source HTHCTPYMEHTHI JJIs IOMCKA U aHATIM3a YSA3BUMOCTEH.

Tema S. Paciiupenne Moae/ M HAPYIIUTEN — AeHCTBUA MOTHBHPOBAHHOI'0
3J10yMBbILVIEHHUKA
e Bo3MoxHBIE BEKTOPHI aTaKu Ha OOBEKT 3aIIUTHL: T000BOE, HHTEPAKTUBHOE U (PU3UIECKOE
BO3/ICUCTBUE 37I0YMBIIICHHHKA.
¢ BrIiBieHHE aTak HA HHPPACTPYKTYPY U MPUOPUTE3AIUS YSI3BUMOCTEH.
e IlyTu K 3¢ (exTUBHOMY IpoIecCy YIpaBiIeHUs O€30MaCHOCTHIO OTKPHITON
MH(POPMAITMOHHON CHCTEMBI.
e Kak noOuthcs moaHOM BUAMMOCTH MoBepxHocTH atak Ha OUC.
Tema 6. MatemaTuueckne Mojaeau 0€30aCHOCTH
e Vrpo3sa ysS3BUMOCTH KaK MMPOCTEHIIIHIA SJIEeMEHT O€30MMacHOCTH NH(DOPMAITHOHHOM
CUCTEMBI.
e lHTepmperanus U MapKOBCKUE MOJIEIN YTPO3bl aTaKu Ha HH(POPMAIIMOHHYIO CUCTEMY.
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e Maremarndeckas MOJENb NOTCHIMAIBHOTO HapymuTesa. OnpeneneHne BEpoITHOCTH
(ko3¢ dunenTa roTOBHOCTH) PEaTM30BaTh YIPO3y aTaKH MOTEHIIUATLHBIM HAPYIITUTEIIEM.

e MopnenupoBaHue yrpo3bl aTaki ¢ UCIIOJIb30BaHUEM allpPOKCUMUPYIOIEH (GyHKINU.

e UHTeprperanus 1 MapKOBCKHE MOETH YIpo3bl 0€30MacHOCTH HHPOPMALMOHHOM
CHUCTEMBI.

e MognenupoBanue yrpo3sl 0€30MacHOCTH HH(POPMALIMOHHON CUCTEMBI € HCIIOJIb30BaHUEM
anMpOKCUMUPYIOMINX (QYHKIUH yrpo3 aTak.

Tema 7. 3agauu u MeTOABI (POPMATBLHOTO NPOCKTHPOBAHUS CHCTEM 3aIUTHI
HH(OPMALMOHHBIX CHCTEM

e Merox GOpMAITEHOTO MPOSKTHPOBAHMS CUCTEMBI 3Tl B 4aCTH ()OPMUPOBAHUS
TpeOOBaHUI K ONTUMAILHOMY HAOOPY peIIaeMbIX 3a/1a4 3alIUThl B UH(OPMALIMOHHON
CHCTEME.

e MeTo TMHAMUYECKOTO IPOTPaMMHUPOBAHUS, HCTIOJIB3YEMBIH JJIs1 MUHUMH3AIHUU YTPO3
aTak, UCCleyeMbIX IpU (OPMUPOBAHUU TPEOOBAHUH K 3HAYCHUAM XapaKTEPUCTUK U
napameTpoB 0e30MacCHOCTH CPEJCTB 3AIIUTHI.

o ®dopmMupoBaHue TPeOOBAHMH K 3HAYCHUSIM XaPAKTEPUCTHK U ITAPAMETPOB OE301MaCHOCTH
CPEIICTB 3aIINTHI.

e DKCIUTyaTallMOHHOE IPOEKTUPOBAHNUE CUCTEMBI 3aIIUTHl THPOPMAITMOHHOMN CUCTEMBI.

Tema 8. Yciyra recTHpoBaHUsI HA IPOHUKHOBEHUE

e Tekymee coCTOSIHUE PBIHKA yCIIyTH TECTUPOBaHUS HA IPOHUKHOBEHNE B Poccnn.

e TecrtupoBaHue Ha IPOHUKHOBEHUE B BU/IE NHCTPYMEHTAIBHOTO aHAJIN3A 3AIUIIICHHOCTH
nHpopMaMOHHOH cucTeMbl. [IpenmyiiecTBa U HEJOCTATKU TAHHOTO TMOAX0/1a.

e TectupoBaHue Ha IPOHUKHOBEHUE B BUJC UMUTALIUU ACUCTBHUH MPOHECCHOHATEHOTO U
MOTHBHPOBAHHOI'O B3JIOMIIMKA [0 OCYIIECTBIECHUIO IPOHUKHOBEHHSI B UHPOPMALIMOHHYIO
cucremy. [IpenmymiecTsa 1 HEJOCTATKU JAHHOT'O IMOAXO/1A.

e IleneBble rpynmbl MOTpeOUTENECH YCIYTH TECTUPOBAHUS Ha IPOHUKHOBEHHE.

e Oco0eHHOCTH MapKETUHIOBOM MOJUTHKH 110 OTHOIIEHUIO K Pa3IMYHBIM IEJIEBBIM
rpynmnam.

e IlepcnexkTuBBI pa3BUTHUS YCIIyTH TECTUPOBAHUs HA IPOHUKHOBEHUE B Poccuu.

7. JABOPATOPHBIE PABOTHI (JIABOPATOPHBIN ITIPAKTUKYM)
JlaGoparopHnas pabora 1. Pazpadorka moaesan yrpos
L]env: 03HaKOMJIEHHE C MOJIEIISIMU YIPO3, IOHATHEM BEKTOPA aTaK ¥ MOJEJIN HApYLIUTENS.
Cooepoicanue: aHamu3 MpeIOKEHHONW HH(OPMALIMOHHON CUCTEMBI, aHaJIN3 aKTyaJIbHbIX yTPO3
cornacHo knaccudukanun @CTIK, pacuer ypoBHS ONTAaCHOCTH TOW WIJIM MHOH YIPO3HI.
Pezynomam: Tabnuia MoJienu yrpo3 Ijis paccMaTpuBaeMoi HHGOPMAITMOHHON CHCTEMBI.

JlaGoparopHasi padora 2. Bupychl: co31anue u 00HapyKeHUue

L]env: 3HAKOMCTBO CO CITOCOOAMH HAMMCAHUS IPOCTEHUININX 3II0BPEIOB, MX O€30MacHOM
MHULUANIA3AIUHA U OOHAPYKEHHUS.

Cooepoicanue: HaTIUCaHUE TIPOTPAMMBI, OJIOKUPYIOIIEH NeHCTBUS MOJIL30BaTENsI, 3HAKOMCTBO C
«TIECOYHUIIEH», pacrio3HaBaHWe aHTUBUPYCHBIM 1O co3maHHOM TpOTrpaMMBblI.

Pezynemam: nporpamma, peanusyrolias peieHrue MocTaBIeHHOM 3aauH.

JlabopaTopHas padora 3. AHOHUMHOCTH B Internet
L]env: 3HAKOMCTBO C OCHOBHBIMHU CPEJCTBAMU MOBBIIICHUSI aHOHUMHOCTH B CETH.
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Cooeporcanue: OCHOBHbIE MOMEHTBI HACTPOUKH NPOKCH, BUPTYaJIbHOM YaCTHOM CETH U yCTAHOBKU
TOR, ycranoBieHue ypoBHS pacrio3HaBaHUs MOJIb30BATEIS IO OTIEYATKy Opay3epa.

Pe3zynomam: moguduxanms 6pays3epa ¢ MOMOIIBIO IUIATMHOB, CEPQHHT C MOMOIIBIO0 Opay3epa
TOR

JlaGoparopHasi padora 4. Me:kceTeBble IKPAHBI

L]env: 3HAKOMCTBO CO cpelicTBaMu GUIbTpAlu TpadrKa Ha CTOPOHE CEpBEpa U KITHEHTA.
Cooepotcanue: yCTaHOBKA U HACTPOMKA MAaKETHOIO MEXCETEBOI0 IKpaHa.

Pezynomam: HacTpOCHHBI MEKCETEBON IKPaH, yIOBIETBOPSIONINN TPeOOBaHUIM (QUIBTPALIIHI

JlaGoparopHas padora 5. Ilouck u 3amuTa KoHGUIEHINATLHON HH(OpMATUT

L]eny: 3HAaKOMCTBO € TEXHUKOMH, Hcniosb3yemass CMU, ciiencTBEeHHBIMU OpraHaMM, MHXEHEpaMu
110 6€30MaCHOCTH U JIIOOBIMHU MOJIb30BATENSIMU AJIS1 CO3JaHMS 3alIPOCOB B PA3JIMYHBIX ITOUCKOBBIX
cucTeMax sl OOHApYKEHHsI CKPBITOH MHPOPMALIUH U YSI3BUMOCTSIX, KOTOPhIE MOYKHO
0OHapy>XUTh Ha OOIIETOCTYTHBIX CEPBEPAX.

Cooeporcanue: TIonck ysI3BUMBIX CITyO U Mapojiei B OTKPBITHIX Jiorax B ['yriie mpu nmoMomu
JOPKOB.

Pe3zynomam: nHpopManus B BUJIE CIIUCKA a/IPECOB, SJEKTPOHHOM MOYTHI, KAPTUHOK WM TIEPEUHs
BeO-KaMep B OTKPBITOM JIOCTYTIE.

JlabGoparopHasi padora 6. XSS n cnnoco0bl npeoTBpalIeHH s

I]env: 3HAKOMCTBO C aTaKaMH Ha BeO-CUCTEMBI.

Cooepoicanue: TeCTUPOBaHNUE HA BO3MOKHOCTh BHEJIPEHUSI BPEOHOCHOTO KOJIa Ha OMPEENIEHHYIO
CTpaHuIy.

Pe3zynomam: none3znas Harpyska /Ui peajn3aliy SKCIJIONTa U epedyeHb Mep 1o
MPEAOTBPALIEHUIO aTAKH.

JlabopaTopnasi padora 7. Kyku u ceccuu

L]env: 3HAKOMCTBO CO crtoco0aMu 0€30T1acHOM TepeIaun JaHHBIX B Opaysepe.
Cooeporcanue: ioiryueHre KyKOB U TOKEHa T0JIb30BaTelIs Ha ONpeAeaEHHOM cTpaHule 0e3
HUCIOJIE30BaHus crieruaibaoro 110.

Pe3ynomam: aBropu3anus ¢ aJMUHUCTPATUBHBIMU IIPaBaMU Ha TECTOBOM CTpaHUIIE.

JlabopaTopHnas padora 8. MITM u MITB

I]ens: 3HAKOMCTBO € aTAKOH KOMIIPOMETAIIUM KaHaJla CBSI3H, PU KOTOPOW B3JTOMIIUK,
MOAKJTIOYUBIIUCH K KaHATY MEKJYy KOHTPAreHTaMu, OCYILECTBIISIET BMEIIATEIbCTBO B MIPOTOKOJI
neperavu, yaajss Wik ucKkaxas HHPOopMaIuio. .

Cooepoicanue: epexsart Tpapuka MEXy KIUEHTOM U BeO-CepBEPOM.

Pe3zynomam: npenoctapneHue NaHHbIX, OTIPABIECHHBIX KIIUEHTOM.

JlaGoparopuas padora 9. [logxmena 3anpocos

L]enb: 3HAKOMCTBO C UHBEKIIMOHHBIMH aTaKaMU Ha CTOPOHE CepBepa.
Cooepoicanue: yaaieHHOE UCIIOHEHUE KO/IA.

Peszynomam: ucnonwzoBanue BurpSuite nis oryera.

JlabopaTopnasi padora 10. SQLi u sqlmap

L]ens: mOCTpOEHKE 3aIUTHI OT peaiu3aln MHbEKIu B B/1.

Cooepoicanue: aHaU3 HA YSI3BUMOCTh K HHBEKIIMUA SQL TECTOBBIX CTpaHUI] BEO-IPUIIOKCHHIA.
Pe3zynomam: nonmyuenue naHHbIX U3 6a3bl JaHHBIX.
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JlabopaTopHasi padora 11. O6¢yckaTopbl 1 aHAIH3 KOAA

L]env: 3HAKOMCTBO C HHCTPYMEHTaMH, OOECIIEUNBAIOIIMMU 3aLTUTY OT peBepC-UHKUHUPUHTA U
Croco0amMM TECTUPOBAHUS MPUIIOKEHUI.

Cooepoicanue: od6dyckarus u geo0dyckarus CKpurTa.

Pesynomam: neoddycunpoBanHas nporpamma, GyHKIIHOHAI KOTOPOIl H3MEHEH M0/ HY Kbl
MIPOrpaMMUCTA.

8. TEMATUKA KYPCOBBIX, KOHTPOJIbBHBIX PABOT, PE®EPATOB
KypcoBsie paboThl, KOHTPOJBHBIE pa0OTHI, pedepaTsl HEe TPEAYCMOTPEHBI YICOHBIM TLTAHOM.

9. HIEPEYEHbD BOITPOCOB K 9K3AMEHY
7 ypoBHeit OSI, oco6eHHOCTH (QYHKIIMOHUPOBAHUS YPOBHEH.
Mopens TCP\IP, oco6eHHOCTH (hOpMHUPOBAHHUS ITAKETOB.
CpaBHHTENbHAS XapaKTepUCTUKA TajgoHHoU Mojenu u TCP\IP.
[TpoTokobl Mepenaun TaHHBIX Ha HIDKHUX ypoBHAX TCP\IP.
[IpoTokobl nepenaun AaHHBIX Ha TpukiagHoM yposae TCP\IP.
Bekropa arak Ha HrokHHX ypoBHX TCP\IP.
VY S3BUMOCTH MOJIB30BATEIbCKUX MTPUII0KEHUH.
Mogens HapymmuTenss. AJroOpuT™M NOCTpoeHue Moaenu Hapymurtess aist UC.
[Ipumeps! PUIIMHTOBBIX aTak.
. McTopus MosABIIEHNS U CTAHOBJICHUS BUPYCOIUCAHUS.
. Pa3HOBUAHOCTH BUPYCOB U COBPEMEHHBIE 3JI0BPE/IbI.
. OcHoBHBIEC MPUUWHBI 3apakeHus U criocoOsl 3ammThl UC ot HC/I.
. CrtocoObl aHOHMMU3AIKHK B ceTH Internet.
. [Ipoxcu u VPN.
. Buapl MeKCETEBBIX IKPAaHOB.
. @opMHpoOBaHUE TOMCKOBBIX 3aIIPOCOB € MOMOILBIO CIIEUATbHBIX BBIPAKECHUI.
. [TonsiTue sxcrutoiita. Bumbl KpoccalTOBBIX CKPUTITOB, CIIOCOOBI 3AIIUTHI.
. INonsitue cookies. CriocoObI yroHa KyK.
. Ataku «YenoBek nocepennHe».
. bezonmacHocTh cepBepoB. OCHOBHBIE BEKTOPA ATaK.
. Uavexuu B BJ1. PaznoBuanoctu SQLI, [TO mist TecTHpOHUS Ha MPOHUKHOBEHUE.
. TectupoBaHue Ha OCHOBE YEPHOT0, OEJIOTO U CEPOTO SUIHKOB.
. O6¢dyckanus u geoddyckamus kona. IHCTpyMeHTapHii KOJIOKOaTeNe.
. CoBpeMeHHbIE UHCTPYMEHTHI CIIe[UaNIcTa Mo HHHOPMALIMOHHONW O€301MacHOCTH.
. DTUYEeCcKasi CTOpOHa BOIIpOCa IIEHTECTA.
. YTpo3a ysS3BUMOCTH KaK MPOCTEHIIHI 3JIEMEHT 0€30MacHOCTH HH(GOPMAITMOHHONW CHCTEMBI.
Mopnenu yrpo3sl ys3BUMOCTH
27. MaremaTrueckasi MOJIeNb MOTEHIIMAIBbHOr0 HapymuTelst. OnpeaeneHue BepoITHOCTH
(ko3¢ punreHTa rOTOBHOCTH )PEaIH30BaTh YIPO3y aTaK! MOTCHIUAIBHBIM HApyIIUTEIeM
28. MonenupoBaHue Yrpo3bl aTaKl C HCTIOJIB30BAHUEM allIPOKCUMUPYIOIICH QYHKITUN
29. WnTepnperanus 1 MApKOBCKUEMOAETH YTPO3bl 0€30MacCHOCTH MH(POPMALIMOHHON CUCTEMBI
30. MoaenupoBaH#e yrpo3bl 0€30MacHOCTH HH(GOPMAIIMOHHONW CHCTEMBI C HCTIOJI30BaHUEM
ANMpPOKCUMHUPYIOIMUX (PYHKIHH yrpo3 aTak
31. Meton hopMaIbHOTO MPOEKTUPOBAHUS CUCTEMBI 3aIIUTHI B 4acTH (POPMUPOBAHUS
TpeOOBaHUH K ONTHMAaIbHOMY HAOOpy pelIaeMbIX 3aa4 3alIUThIB HH()OPMAIIMOHHON CHCTEME
32. MeTtoa AMHaMUYECKOr0 MPOrpaMMHUPOBaHUs, UCTIOJIb3YEMbIN [ MUHUMHU3AIUHA YTPO3 aTak,
UCCJIeTyeMbIX TTpH (POPMUPOBAHUU TPEOOBAHUN K 3HAUCHUSM XaPAKTEPUCTUK U MTapaMeTPOB
0€30MacCHOCTH CPE/ICTB 3aIUTHI

NN R =

[N T NS T NG T NG T NG T NG TN NG J S auy S U Gy Sy W G G G W WG S o
AN NP WD, OOV P WN—O:
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33. ®opmupoBaHue TpeOOBAHUHN K 3HAUCHUSIM XapaKTEPUCTHK U MTapaMeTPOB O€301MacCHOCTH
CPEZCTB 3aLIUThI
34. DkcIutyaTallMOHHOE MPOEKTUPOBAHUE CUCTEMBI 3aIIUThI HH(OPMAIIMOHHON CHCTEMBI

10. CAMOCTOSATEJIBHASA PABOTA CTYJIEHTOB

B pamkax camocTosaTenbHON pabOThI CTYJI€HTaM BbIAEISETCS BpeMs Ha:

— TEOPETUYECKYIO IMOATOTOBKY IO TUCUUIUIMHE IOCPEACTBOM U3YyUEHUSI TEMaTHIECKON
nuTeparypsl (6a30BOM, JONOTHUTEIBHOM ) U KOHCIEKTOB JICKIIUN 0 AUCHUIUINHE,
— MPAKTUYECKYIO MOJATOTOBKY 10 TUCIHILIMHE TOCPEICTBOM BBIITOJHEHUS J1a00paTOPHBIX

pabor;

— IOJATOTOBKY K CJa4Y€ UTOIrOBOI'0 3K3aMCHa 110 JUCIUIIIINHE.

Ha3zpanue pa3nenos u
TeM

Buna camocrosTenbHON pabOTHI

O0BeM B gacax

dopma KOHTPOJIS

Tema 1. CtpykTypa IIpopaboTka yueOHOTO MaTepHaia, 2 TecTrpoBaHKe, dK3aMEH

OnC MOATOTOBKA K Ca4ye IK3aMeHa, TecTa

Tema 2. Monenu yrpo3 | IIpopaborka yuebnoro marepuana, 4 JlaboparopHas paboTa,

K16ep6e30nacHOCTH MOJIrOTOBKA K C/Ia4ye dK3aMeHa, TECTa, TECTHPOBAHUE, IK3aMECH
J1a00paTopHbIe paboThI

Tema 3. DBosmrorus [Ipopabotka yueOHOrO Marepuaia, 4 JlaboparopHas pabota,

yrpo3 MOATOTOBKA K Ca4ye IK3aMeHa, TeCTa, TECTUPOBAHUE, IK3aAMEH
n1a00paTopHbIE paOOTHI

Tema 4. Cpenctsa IIpopabotka yueOHOro Marepuana, 6 JlaGoparopHuas pabora,

AHOHMMMU3AIIMU B CETU IMoAroTOBKA K Caa4€ dK3aMCHa, TECTa, TECTUPOBAHUE, DK3aMCH,
na0b0opaTopHbIe paOOTHI 3a1a9u

Tema 5. 3ammra cetu IIpopaboTka yueOHOTO MaTepHana, 4 JlaGopatopnas pabora,
MOATOTOBKA K Ca4ye IK3aMeHa, TeCTa, TECTUPOBAHHE, IK3AMEH
n1ab0opaTopHbIe paOOTHI

Tema 6. Google IIpopaboTka yueOHOro Marepuaa, 4 JlaGoparopnas pabora,

dorking MOJrOTOBKA K CIa4e dK3aMeHa, TECTa, TECTHPOBAHUE, IK3aMCH,
J1a00paTopHbIe paboThI 3agauu

Tema 7. IIpopabotka yueOHOTO MaTepuaa, 4 JlabopaTopnas pabora,

MexcailTOBbIH MOJrOTOBKA K C/Ia4ye dK3aMeHa, TeCTa, TECTHPOBAHUE, IK3aMCH,

CKPHUIITHHT nabopaTopHbIe PabOThI 3a1a4u

Tema 8. Kyku u IIpopaboTtka yueOHOTO MaTepHaia, 4 JlaGoparopHuas pabora,

CECCHUH MOJrOTOBKA K CIa4e dK3aMeHa, TECTa, TECTHPOBAHUE, IK3aMCH,
nabopaTopHbIe PabOTHI 3a1a4u

Tema 9. IIpopabotka yueOHOTO MaTepHaa, 4 JlabopaTopHnas pabora,

IporpeccuBHbIE aTaky | HOArOTOBKA K C/[a4e DK3aMeHa, TeCTa, TECTHPOBAHUE, IK3aMCH,
J1a00paTopHbIe paboThI 3agauu

Tema 10. ITogmena [Ipopabotka yueOHOrO MaTepuaia, 4 JlaboparopHas paboTa,

3aIIpOCOB MOJrOTOBKA K CIa4ye dK3aMeHa, TeCTa, TECTHPOBAHUE, IK3aMCH,
na0bopaTopHbIe paOOTHI 3a1a9u

Tema 11. Uabekuuu B | [Ipopabotka yuebHOTO MaTepHana, 4 JlaGopatopnas pabora,

BJ1 MOATOTOBKA K C[a4ye IK3aMeHa, TeCTa, TECTUPOBAHUE, IK3AMEH,
na0b0opaTopHbIe paOOTHI 3a1a9u

Tema 12. Aranu3 u IIpopaboTka yueOHOTO MaTepHana, 4 JlaGopatopnas pabora,

3alUTa OT aHaJInu3a IMoAroTOBKA K CAa4€ dK3aMCHa, TECTa, TECTUPOBAHNE, DK3aMCH,

Ko/ nabopaTopHbIe padOTHI 3a1a9u

Tema 13. IIpopabotka yueOHOTO MaTepHaa, 6 TectupoBaHue, 3K3aMeH

CoBpeMeHHbIE MOJTOTOBKA K C/Iade IK3aMeHa, TeCTa,

WHCTPYMEHTHI aHAIH3a
Ha TPOHUKHOBEHHUE
OHucC

nabopaTopHbIe padOTHI

dopma A
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11. YYHEBHO-METOANUYECKOE U THOOPMAIIMOHHOE OBECIIEYEHUE

JUCHUIIINHBI
a) CnucoK peKoMeHayeMoii TuTepaTyphl
OCHOBHasl
l. MaprembsanoB 10.®., Omnepanuonsusle cucreMbl. KoHuenuuu mOCTPOEHUS H

obOecrieueHns Oe3omacHOCTH : YueOHoe mocobue ais By3oB / MaprembsiHoB FO.®D., SkoBies
An.B., SIkoBneB AH.B. - M. : I'opsuas nunus - Tenekom, 2010. - 332 c. - ISBN 978-5-9912-0128-

5 - Teker : onextponssii // DOBC "Koncymerant crymenta" : [caiit]. - URL
http://www.studentlibrary.ru/book/ISBN9785991201285.html

2. Kusies, B. 1. OTKpbIThIE CHCTEMBI U MHTEJUIEKTyalbHas cobcTtBeHHOCTh B UT /
Kuses B. U. , I'pannuun O. H. - Mocksa : Harmonanensiidi OTkpeiTeiil Y HuBepcuter "MHTYUT",
2016. - Texcr : osnekrponnsli // OBC "KoncymbranTt crynenra" : [caifr]. - URL
https://www.studentlibrary.ru/book/intuit_237.html

JdononHureabHas

1. Kun D., Huduero mmunoro: Kak commanbHBIE CETH, HOHUCKOBBEIC CHCTEMBI H

CHEIICITYKObI MCIONB3YIOT HAIM TepcoHanbHble naHHble / DHIpto Kun; Ilep. ¢ anrm - M. :
Aneniuna [Tabmumep, 2016. - 224 c¢. - ISBN 978-5-9614-5128-3 - TekcT : 37IeKTpOHHBIN // SBC

"KoHcynbTanT cTyaeHTa" : [cauT]. - URL
http://www.studentlibrary. ru/book/ISBN978596145 1283.html

2. Pakutun, P. 10. Komnbiorepusie cetu : yue6Hoe nmocobue / P. FO. Pakurun, E. B.
Mockanenko. — bapnayn : Antl'TIY, 2019. — 340 c. — ISBN 978-5-.88210-942-3. — Tekcr :
AJIEKTPOHHBIH // Jlanb : 3IIEKTPOHHO-ONOIMOTEeUHAS CUCTEMA. — URL:
https://e.lanbook.com/book/139182

3. KnumentreB K.E., KomnbroTepHble BUPYChl 1 aHTUBUPYCHI: B3IJIA IPOrPaMMHCTA
/ KmumenteeB K.E. - M. : JIMK Ilpecc, 2013. - 656 c. - ISBN 978-5-94074-885-4 - Tekcr :
anekTpoHusli  //  DBC "KoncynpTant  crynenra" : [caiiT]. - URL :

http://www.studentlibrary.ru/book/ISBN9785940748854.html

yueOHO-MeTOoAn4YecKas

1. Cyteipkuna E. A.Meroandeckue yka3aHus I CAaMOCTOSITEILHON pabOThI CTYIEHTOB
Mo JOUCHUIUTMHE «be30macHOCTh OTKPBITBIX HH(POPMAIIMOHHBIX CHUCTEM» JUIS CTYJCHTOB
cneranbHocTH 10.05.03 «MHpOpMannonHas 6e30MacHOCTh aBTOMATH3UPOBaHHBIX cuctem» / E.
A. Cytbipkuna; Yal'V, @ak. MaTeMaTuku, HHGOPM. U aBHall. TEXHOJIOTUH. - YIbSHOBCK : Yul'Y,
2019. - 3arn. ¢ skpana; HeomyOmrukoBaHHBIN pecypc. - DIEKTpoH. TekcToBbIe naH. (1 daitn : 2,81
MB). - URL : http://lib.ulsu.ru/MegaPro/Download/MObject/7085

CornacoBano:
Benymmii cnermanuct Hb Yal'V / Tepexuna JILA. / ﬂ /\/ / 04.05.2022 /
JOJHKHOCTH COTPYIHUKA HAYYHOU OMOIMOTEKH ToHCh nata
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0) [IporpammHoe o0ecnieueHune

MoitOduc CranmgapTHbiii, AabT Pabouas craHius 8.

Jis 0Opa3oBaTeapHOro Iporiecca o JaHHOH TUCIUILTHHE HeoOX0 UM craroHapHsIi kiace 11K ¢
YCTaHOBJICHHBIM CIIEIYIONIAM IPOTPaMMHBIM 00CCIICUCHHEM

— Wireshark,

— python,

— Oracle VM VirtualBox

— Kali

8) Ilpogheccuonanvrvie 6azvi OAHHBIX, UHBOPMAYUOHHO-CRPABOUHBLE CUCTNEMb]

1. DJ1eKTPOHHO-0UOINOTEYHbIE CUCTEMBbI:
1.1. Hudposoii obpazoBarenbHblil pecypc IPRsmart : anekTpoHHO-01OInoTeYHAs cucTeMa

caur / OOO Kowmmanms «Au Ilu Ap Memma»n. - Caparos, [2022]. — URL:
http://www.iprbookshop.ru. — Pexum noctyma: mis 3apeructpup. moib3oBarenei. - Tekcr :
JJIEKTPOHHBIN.

1.2. O6pasosarenshas miathopma FOPAUT : 06pasoBaTesHbIl pecypc, dIEKTPOHHAS
oubmmoreka : caiitr / OO0 DiexrponHoe m3marenbcTBo IOPAWT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pexxum goctyna: jyist 3aperucTpup. mojab3oBareiei. - TeKCT : JIeKTPOHHBIH.

1.3. ba3a mannHbix «OnekrpoHHas Oubmmoreka texuudeckoro BY3a (OBC «KoncynbTaHT
CTYJICHTa») : DJIEKTPOHHO-OMOMMoTeuyHas cucrtema : cait / OOO Ilonmurexpecypc. — Mockga,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum gocTtyma: nms 3aperucTpup.
MoJb30BaTeNen. — TEeKCT : JIIEKTPOHHBIH.

1.4. KoHncynpTaHT Bpada. DNEKTpOHHAS MEIUIIMHCKAs OMOIMOTeKa : 0a3a JaHHBIX : CalT /
OOO Beicmiasg mIKOJda OpraHU3alMd W YIOPaBICHHUS  3ApaBOOXpaHeHHEM-KOoMIIEKCHBIN
MEIUIIMHCKUH KoHcanTuHr. — MockBa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JOCTyTa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TeKCT : 3JIeKTPOHHBIH.

1.5. Bonbmas mMenuiuHcKass OMOIMOTEKa @ 3JIEKTPOHHO-OMOIMOTeYHAasl cucTeMa : CauT /
00O byxkam. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum mocryma:
JUTSL 3aPETUCTPUP. M0JIb30BaTeNeH. — TEKCT : DJIEKTPOHHBIN.

1.6. OBC Jlansb : snektponHO-OubaMoTeunas cucrema : caiit / OO0 OBbC Jlanb. — CaHKT-
[TerepOypr, [2022]. — URL: https://e.lanbook.com. — Pexum mocTyma: sl 3aperucTpup.
MoJjb30BaTenen. — TeKCT : JIIEKTPOHHBIM.

1.7. 3bC Znanium.com : 31eKTpOHHO-OnOMMoTeuHas cucrema : cadt / OOO 3HaHuyM. -
Mocksa, [2022]. - URL: http://znanium.com . — Pexum poctyma : il 3aperUCTPHP.
IIOJIb30BaTeNeH. - TEKCT : DJIEKTPOHHBIMN.

1.8. Clinical Collection : Hayuno-undopmarmonHas 6aza ganasix EBSCO // EBSCOhost :
[mopran]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el1-1191-
414b-8763-e97828917e1%40sessionmgrl02 . — Pexkxum mocTyma : Ajisk aBTOPHU3. TOJIb30BaTEIICH.
— TekcT : 2IEeKTPOHHBIN.

1.9. baza manHbIX «PycCKMil Kak HHOCTPAHHBIN : SJIEKTPOHHO-00Pa30BATEIBHBIA pecypc
JUIS. UTHOCTPAaHHBIX CTyAeHTOB : caiit / OO0 Komnanus «Ai IIu Ap Menuay. — Caparos, [2022].
— URL: https://ros-edu.ru. — Pexkxum mocTyma: uisi 3aperucTpHp. Mojb3oBatenieid. — TekcT :
JJIEKTPOHHBIN.

2. KoncyabTanutIlintoc [DnekTpoHHBIN pecypc]: crpaBodHas mpaBoBas cuctema. /OO0
«Koncynbrant Ilmoc» - DnektpoH. naH. - Mocksa: Koncynsrantllmoc, [2022].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUIN:

3.1. baza manHbIX mepuoaudeckux uznanuii EastView : amektponnbie xypHaisl / OO0
HNBHUC. - Mocksa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pesxxum gocrtymna :
JUISl aBTOPHU3. TIOJIb30BATENEH. — TEKCT: 3JIEKTPOHHBIMN.
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3.2. eLIBRARY.RU: nayynas snexkTpoHHas Oubnmoreka : caiir / OOO Hayunas
OnektponHas bubnuoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexum moctyna : s
aBTOPU3. TI0JIb30BATENIEH. — TEKCT : 3JIEKTPOHHBII

3.3. Dnektponnas 6uOmoreka «M3marensckoro goma «I'pebennunkoB» (Grebinnikon) :
anekTponHas oubmanoreka / OO0 N/ I'pebennukoB. — MockBa, [2022]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexxum nmoctyma : s aBTOpHW3. mMojb3oBareneid. — Tekcr
JJIEKTPOHHBIN.

4. depepanbHasi rocygapcrBeHHasi nmHpopmanuoHHasi cucrema «HanmonaabHas
3JIEKTPOHHAsi OM0IHOTEKA» : dJIeKTpoHHas oubmmoteka : cait / ®I'BY PI'b. — Mocksa, [2022].

— URL: https://n30.pd. — Pexum nocryna : s monb3oBareseil HaygyHol OnbanoTexu. — Teker :
3JIEKTPOHHBIM.

5. SMART Imagebase : HayuHo-uHbopMarmonHas 6a3a nanaeix EBSCO // EBSCOhost :
[mopran]. URL: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-

la2ff8c55aa76d8229047223a7d6dc9c&cust1d—s6895741 — Pexum Jnoctyma : Qs aBTOpHS3.
noJyib3oBareseil. — M3o0pakeHue : 3JeKTPOHHBIE.

6. ®enepanbHbie MHPOPMAITMOHHO-00pa30BaTeIbHbIE MOPTAJIbI:

6.1. Equnoe oxHO joctyma K 00pa3oBaTesbHBIM pecypcam : ¢eAepalbHbId MOpTal . —
URL: http://window.edu.ru/ . — TekcT : 371€KTPOHHBIH.

6.2. Poccuiickoe obpaszoBanue : ¢eaepanbupiii moprai / yapeautenb OIAY «OULTO». —
URL: http://www.edu.ru. — TekcT : 371eKTPOHHBIHA.

7. O0pa3zoBaTenbHble pecypebl Yal'y:

7.1. DnextpoHHast 6ubimoreynas cuctema Yial'V : Moaynb «OIeKTpoHHass OuOInoTeKay
ABUC Mera-ITPO / OO0 «Jlata Dxcmpeccy». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexum
JOCTyTA : JUIsl TOJIh30BaTeNe HaydYHO! ONOIMOTeK:. — TEKCT : 2IEKTPOHHBIH.

Cornacosano:
3am.may. YUTuT / Kmoukosa A.B.
JIOJKHOCTE coTpyaHuka YUTuT 0)5(0] aara
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCHUIIJINHBI

Aynuropus -3/316. Ayautopusi Ui HPOBEACHUS JICKIIMOHHBIX, CEMUHAPCKHUX W IMPAKTHUYCCKUX
3aHATHHA, TEKYIIEro KOHTPOJS M TPOMEKYTOUYHOH aTTecTald, TPYNINOBBIX M HHIWUBHIYATbHBIX
KOHCYyJbTanui. KOMIUIEKT HepeHOCHOro MyJIbTHMEIUHHOrO O00OpYyJOBaHMSA: HOYTOYK C BBIXOJIOM B
HuTepneT, 3xpan, mpoektop, Wi-Fi ¢ noctynom B Uatepuer, DJUOC,OBC. 432017, YnpsiHOBCKas 0071aCTh,
r. YIbsHOBCK, yi. HaGepexxnas pexu Ceusary, a. 106-3 xopmyc.

Aynmutopuss 240 s mpoBeACHUS — J1a0OpPAaTOPHBIX M TPAKTHUECKUX  3aHATHM,
TEKyIIET0  KOHTPOJII W TNPOMEKYTOYHOW  aTTeCTallMd, TPYNIOBBIX W WHIWBUAYaITbHBIX
KoHCcynbTaumuid. 11  MepcOHaNbHBIX  KOMIBIOTEPOB,  MPOEKTOP, OKpPaH, CHCTEMbI  3alUTHI
unpopmanun: CoGonb, Axkopn, Dallas Lock, Secret Net Studio. Cepep Vimark, AIIKILI
"Kontunent", Mapmpytuzatopel Cisco, Cucrema 3amuthl wuHpopmamun  ViPNet. 432017,
VYnbsiHOBCKast 001, T YbsiHOBCK, yi1 HabepexxHas peku Ceusry, 1 106-2 kopryc.

Aymutopust -230. Aynutopusi [UIi CaMOCTOATENBHONW paOOThl. AyIWUTOpHS YKOMILJIECKTOBaHA
Y4EHHUECKOW MeOelbI0. 16 epcoHABHBIX KOMITBIOTEPOB.

Aynutopust -237. UnTanbHbIH 3a0 HaydHOW OMOIMOTEKH C 30HOHM JUISl CAMOCTOSITEIILHON paboThI.
AynuTopusi YKOMIUIEKTOBaHa ydeHH4YecKod MeOenbro. KommbploTepHash TeXHMKa, TENEBU30p, SKPaH,
npoekTop. Cron ms nuy ¢ OB3. 432017, YinesHoBcKas 061acTh, I. YIbSHOBCK, p-H JKene3HOZ0pOKHBIH,
yi. Habepexxnast p. Cusiru, Ne 106-1 kopmyc.

Peanuzanust nporpaMmbl JUCHMIUIMHBI TpeOyeT Hamuuus yueOHoW naGoparopun. OGopynoBaHHe
y4eOHOI1 1abopaTopHu: MOCaZOUYHBIE MECTA [0 KOJIMYECTBY CTYAEHTOB. TexHHUYecKHue cpeacTBa 00yUeHHS:
KOMITBIOTEPHI C JIMIICH3HOHHBIM IPOTPaMMHBIM 00eCTIeYCHUEM:

Wireshark,

— python,

Oracle VM VirtualBox
Kali

13. CIIEHOUAJIBHBIE YCJIOBUA JJIAA OBYYAIOLIUXCS C OTPAHUYEHHBIMHU
BO3MOXHOCTSAMHU 310POBbS
B ciaywyae HeoOX0AMMOCTH, O0YYAIOIIMMCS M3 YUCIIA JIUL C OrPAaHMYCHHBIMH BO3MOKHOCTSIMH
310pOBbsl (110 3asBJIICHUIO OOYYAIOIIErocsl)) MOTYT IpeaaraTbCcs HEKOTOpbIE M3 CIEAYIOIUX BapUaHTOB
BOCTIPHATHS HH(POPMALIMH C YYETOM WX WHAWBUAYAIBHBIX ICHXO(MU3NIECKUX 0COOCHHOCTEH:

- JUIS JIML C HapyLICHUsIMU 3pEHHs: B MedaTHOW (opMe yBENIMYEeHHBIM HIpHUPTOM; B Qopme
AJICKTPOHHOTO JOKyMeHTa; B (opme ayamodaiina (rmepeBoa yueOHBIX MaTepuanioB B ayauodopMmar); B
nedyaTHoll  Qopme Ha  sa3bike  bpaiing; uMHIMBUAYyalbHBIE ~ KOHCYJBTallUM C  IIPUBJICUCHHUEM
TU(IOCYPIONIEPEBOTUMKA; HHANBUAYaIbHbIC 3aaHUs U KOHCYIbTALUHY;

— AU JUI ¢ HapyHIeHHSAMH CIyXa: B HedaTHOH ¢opme; B ¢GopMe >IEKTPOHHOTO IOKYMEHTa;
BUJEOMATEpUANIbl C CYOTUTpaMU; WHAWBUAYAJIbHbIE KOHCYJIbTALUHU C IPUBJICYEHUEM CYpAOIEPEBOIUNKA;
WHAWBUAYaIbHBIEC 3aJaHNs 1 KOHCYJIbTAllHH;

- JUIS JIML C HapyIIEHWSAMH OIOPHO-ABHUIATENBbHOTO ammaparta: B medatHod Qopme; B ¢opme
3JIEKTPOHHOTO JOKYMEHTa; B (popme ayanodaiina; MHIMBUAYATbHbIC 3a1aHNS U KOHCYJIBTAIlUH.

B caydae HE0OXOIMMOCTH HCHONB30BAHUS B Y4eOHOM IIpOIECCE YacTUYHO/HCKIIOUHTEIBHO
JTUCTAaHIIMOHHBIX 00pa30BaTENbHBIX TeXHONMOTHH, opranuzanust padotsl IIIIC ¢ oOyuaromumucsa ¢ OB3 u
HHBaJIUaMU [IpeyCMaTpPUBAETCs B 3JIEKTPOHHON MH(OpMaIIMOHHO-00pa30BaTeIbHOM cpelie ¢ y4eTOM HX
MHIVBUAYAIBHBIX ICUXOPH3HMIECKUX 0COOCHHOCTEH.

PazpaboTums: Cvreiprkraa Exarepraa AnegcespHa
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Hpnnoxenne 1
0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Jyisi 3aperucTpup. Nojb30oBaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpuras MmeaumHCKast OMOIMOTEKA : AIEKTPOHHO-O0MOIIMoTeyHas cucremMa : caiit / OO0
«bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma: as
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3osareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBodHas npaBosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX IEPHOUYECKUX U3TaAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum mocTyma : 1j1s aBTopus.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.
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MpunoxkeHue 2
6) NporpammHoe o6ecneyeHmne: MonOduc CtaHaapTHbIN, AnbT Paboyasa ctaHuma 8.
8) [Ipogheccuonanvhvie bazvl OGHHBIX, UHDOPMAYUOHHO-CNPABOYHBLE CUCTHIEMbL

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:
1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEIHCTBO FOPAMT. — Mocksa, [2024]. - URL:
https://urait.ru. — Pesxum goctymna: yist 3aperucTpup. mojab30Bareie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilonutexpecypc. — MockBa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: st 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. Bonpmast MeauuuHCKas OMONIMOTEKA : NEKTPOHHO-OMOINOTEYHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum noctyma: mjis 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.7. O3BC Znanium.com : 3JeKTpPOHHO-OMOIMOTeUHas cucreMa : cait / OOO 3HaHuyM. -
Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngocTyma : Il 3aperucTpHp.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinoc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnekTpon. naH. - Mocksa : Koncynsrantllnoc, [2024].

3. ba3bl nanHbIX nepuoanyveckux uzaanuii: eLIBRARY.RU: HayuyHast snexkTpoHHas
o6ubmuoteka : caiitr / OOO «Hayunas Dnexktponnas bubmuoreka». — Mocksa, [2024]. — URL:
http://elibrary.ru. — Pexxum qoctyrma : Juist aBTOpHU3. MOJIb30BaTeneid. — TeKCT : 3JIeKTPOHHBIN

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi 0M0JIMOTEKa) : dIeKTpoHHAs oubmmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2024].
— URL: https://H36.pd. — Pexxum goctyna : s nmoiap3oBaresei HaydHoi O0MOanoTeku. — Tekcr :
3JIEKTPOHHBIMN.

5. Poccuiickoe o0pa3oBanue : ¢penepanbHbiil nopran / yupeaurenb GIAY «DULTO». —
URL: http://www.edu.ru. — TekcT : 37€KTPOHHBIMA.

6. DnexkTponHas OubdMoTeyHas cucrema Yal'V : Moaynb «OJeKTpOHHAS

ouommorexkay ABMC Mera-ITPO / OOO «Jlata Okcnpecc». — URL:
http://lib.ulsu.ru/MegaPro/Web. — Pexxum noctyna : s mosibp3oBareneil HayqHOW OMOIHMOTeKH. —
TeKCT : AIEKTPOHHBIN.

CoriiacoBaHo: %
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